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Eviden Digital Identity, We protect electronic
Home of cryptovision identities with

and IDnomic cryptographic solutions
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\Xhat do these systems They use the RSA
have in common? 2 = crypto algorithm.
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Let's look at a
symmetric
algorithm first.
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Let's look at an
asymmetric
algorithm now.
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- EVIDEN_
Let's look at altia

RSA now.
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Opening
doesn’t work.
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SVIDEN
It's good at
breaking RSA!

l This iIs a quantum =

But only up to a —
key length of 5 bit. A ;_'-15»*:'t{;sh~=s.—x Future versions [
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Charlotte
Weitkamper’s talk
will provide more

information.
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On Q-day, a

worldwide
disaster threatens.

;C;Day: Day—from whiéh




Nobody knows, but
= — there will be deadlines
~ for migration.
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BSI: Migration of security- }
critical IT until 2033 ¢

J
NSA: Migration of public IT

2035
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A disaster
threatens!

\Ye need post-
quantum

cryptography
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X/hat is Post-
Quantum




Symmetric or
asymmetric

cryptography7
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Only asymmetric
Is relevant!

Symmetric
systems can be
protected with

longer keys!
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Asymmetric encryption
algorithm, replacement
for RSA encryption




Signature algorithm,
replacement for RSA
signatures
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Both have been
standardized recently.

Siebren Lepstra’s
talk will provide
more information.
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We need to put them
Into practice.
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Do you know —, < Yes. “hybrid” means a
hybrid crypto combination of traditional
algorithms? | N and post-quantum.







“hybrid” algorithms

are controversial

because they are
more complex!

Charlotte
Weitkamper's talk
will provide more

information.
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Changmg the crypto method
shall be possible at mouseclick.
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Long keys are a
challenge.



In general, Post-
quantum methods
need more resources.
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This is
nothing new. |
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Post-quantum
algorithms make
things difficulit.
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SVIDEN Available

Post-quantum D% online.
migration guide P

The essentials
Revised edition 2024
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https://www.cryptovision.com/ p-content/ , 3/05/EVIDEN-PQC-Migration-Guide.pdf
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X/e should take
a closer look at
the third step.
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eVIDEN

259 Secure web access Firefox TLS AES-256 PQC-readiness plan
SHA-384
ECDH P-256

| 260 File encryption for USB drives VeraCrypt AES-256 PQC-ready
SHA-512

263 E-Mail encryption in controlling department Outlook 2021 for Windows AES-256 PQC-readiness plan
SHA-384

RSA-2048 ‘
264 E-Mail encryption in develapmant danastmant Quilanle 2024 fop Windane ASS 256 PQC-readiness plan

- - = - ST T

Si{A-2]%4
Ron-2053
267 E-Mail crypto gateway ABC Secure Mail Gate AES-256 PQC-readiness plan
J SHA-384
i 5.\ 2048
269 VPN client AR AR PQC-option
SHA-1
RSA-1024
Mail-Sig AES-256 PQC.-readd




Can this be . Yes, there
automated? are tools.
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\Xhat do we do with
an inventory?

Risk assessment
and priorisation

Siebren’s and
Anastazija’s talks
will provide more

information.



\X/hich step Migration
comes next? execution.
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All are
crypto-agile! L I§
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The new
| B standards are
— A = being

Implemented.
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Will be
covered Iin
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Karla Miller
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WYX/e need a
structured

ion is
table.
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Long keys and low
performance are a
challenge
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Have you
started your
inventory?
Have you
tested

algorithms




It’s not time to

WY/e need to

t's

time to plan

panic, i
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TAKE A MINUTE AND GIVE US FEEDBACK ...

< All Toyewe
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How to make a cat look like guacamole
- Attacks on Artificial Intelligence

Klaus Schmeh

Artificial Intelligence (Al) tools, such as

ChatGPT or Bard, have become important aids

‘ for every IT user. However, there are powerful
techniques to attack systems of this kind,

‘ including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
ian gives an overview ghthgss

% Feedback
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