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Introduction
What are Digital Identities?

1. Definition

Digital identities are the digital representation of individuals or entities, consisting of data,
attributes, and credentials used to authenticate and authorize users in digital environments

2. Importance in the Modern World

1. Importance: They are essential for secure access to digital services, enabling trust and privacy in
online interactions

3. The Evolution of Digital Identity Management

1. From simple username and password systems to advanced methods like multi-factor
authentication (MFA), biometrics, and digital certificates &’

2. This evolution reflects the need for enhanced security and improved user experien
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Digital Identity Landscape

Why Digital Identities Matter

1. Challenges in Managing Digital Identities
1. Enable Digital Transformation: Allow secure access to e-services and digital platforms
2. Ensuring security and compliance while maintaining ease of access for users

3. Ensuring security against fraud, identity theft and unauthorized access

2. Belgium’s Leadership in Digital Identity Adoption

1. A secure digital identity card used for accessing public and private services

2. Contains digital certificates for authentication and signing
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Belgium's Citizen ID (elD) System

Physical and Digital Identity:

* elDisissued to all citizens and residents over the age BELGIQUE BELGIE BELGIEN BELGIUM
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* This smart card contains digital certificates that
enable individuals to authenticate themselves online
and digitally sign documents, providing a high level of
trust and security.
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* The use of the elD significantly reduces the risk of

fraud and identity theft. /,é;&/\/ A
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Evidian IDaaS

USERS
"
o Manage Users o0
@ tanage users' lifecycle with governance admir .‘
. . . U LAUNCH
* Evidian IDaaS is a comprehensive, cloud-based
identity management solution
RESOURCES
. Applications 1
* Our platform offers features such as multi-factor ianage applications and service providers | — |
authentication (MFA), single sign-on (SSO), '
Identity Lifecycle management and automated HAunEr
user provisioning
POLICIES
Authentication
LAUNCH
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Evidian IDaaS

Evidian IDaaSs in the Digital Identity Landscape

+ Designed to support this modern digital identity challenges
+ Allows us to provide a seamless onboarding experience

» Users can create and manage their accounts simply by using their elD, without needing to enter
additional information

* This not only enhances the user experience but also ensures data accuracy and security

* By integrating with digital identity certificates like the Belgian elD, Evidian IDaaS simplifies and
secures user access to digital services
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Use Case: Secure Onboarding and Access
Challenge?

* How to improves security for banking applications made for the drawing up, validation and filing
of annual accounts for companies, associations and foundations in Belgium.

* How to avoid Complexity and time-consuming processes of user Onboarding?
* Valid digital key is required:

* elD, ItsMe, eIDAS or Commercial Certificates

* Issued by Trusted Certificate Authorities

* Showcase seamless onboarding using Belgium Citizen ID

EDIN HAZNADAR | Citizen ID Onboarding with Evidian IDaaS 8 D



Evidian
IAM products

MINDSHARE 25 ez

Cybersecurity Leadership Forum 2 O 2 f
Your Compass in the Digital Jungle

Evidian IDaaS

The Answer

« Evidian Identity as a Service is designed to address these digital identity challenges.

* By integrating with digital identity certificates like the Belgian elD, or commercial certificates
Evidian IDaaS simplifies and secures user access to digital services.

«  When users authenticate with their elD, Evidian IDaaS automatically retrieves the necessary
information from the certificate, allowing them to create an account without entering additional
data.

* This enhances user experience and ensures data integrity and security.

i
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One-Click Onboarding with Evidian IDaaS

Evidian IDaa$S Solution: One-Click Onboarding

Se connecter a Filing In Filing einloggen
» First Authentication: Using the digital
certificate on the Citizen ID
. . . uapp”ca] =’ Windows Security X e
+ Data Extraction: Automatic extraction of user créeretc re
information annuels¢  gmart Card
Utilisez u :n Sie
pour vou Please enter your PIN. n

* Profile Creation: Creation of user profile in

the system
' ] PIN
* Security and Compliance: Secure and E . c )

N lick here for more information
compliant process

Plus d'information sur la procédure

Informations supplémentaires

daccés i
concernant le processus du dépbt
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How it Works

Aanmelden bij Filing

Met de Filing applicatie kunt u
jaarrekeningen en andere

documenten opstellen en indienen.

Gebruik een van je digitale sleutels
om in te loggen!

Login via
CSAM(FR)
% Login via
certificate(FR)

Plus d'information sur la procédure
d'accés

Se connecter a Filing

Lapplication Filing vous permet de
créer et déposer des comptes
annuels et autres documents.
Utilisez une de vos clés digitales
pour vous connecter !

CSAM(FR)
% Login via
Ll certificate(FR)

Plus d'information sur la procédure
d'accés
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In Filing einloggen

Mit der Filing-App kénnen Sie
Jahresabschliisse und andere
Dokumente erstellen und
Erklarungen abgeben. Melden Sie
sich mit einem lhrer digitalen
Schlissel an!

CSAM(FR)
% Login via
certificate(FR)

Informations supplémentaires
concernant le processus du dépét

Connect to filing

Filing application allows you to
create and declare Annual accounts
and other documents. Connect with
one of Your digital keys !

CSAM(FR)
% Login via
certificate(FR)

Plus d'information sur la procédure
d'accés
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Enhancing User Experience

Benefits of the one-click onboarding process

* Improved User Adoption: Increased user engagement and satisfaction
« Simplified user journey

* Reduction of manual data entry

» Faster and error-free onboarding

¢ Enhanced Security: Reduced risk of identity fraud
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Conclusion

¢ Streamlined Onboarding Process
« Enhanced Security and Compliance

» Scalable Solution for Digital Identity Management
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Conclusion
Final thoughts

+ Digital Identity as a Strategic Asset

« Evidian IDaaS improves digital identity management and helps organizations better serve their
users in today’s digital-first environment.
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Contact US

« Haznadar Edin

« edin.haznadar@evidian.com

« Discover Us on: https://evidian.com

« Don't miss out on our exclusive free trial!
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Questions?

Edin Haznadar, Product Manager Evidian IDaaS
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- Attacks on Artificial Inte

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,

including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
ian dives an overview otihg
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