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Our Support to the Paris 2024 
Olympic and Paralympic Games  
Official supporter in cybersecurity services and operations

Benoit DELPIERRE
Operational Duty Manager for Paris2024
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The Olympic Technological Evolution
Driven by Atos’s innovative solutions throughout the years
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History of the Cyber Attacks of the Olympic Games

PEKIN 2008

Imitation of ticketing 
websites to steal 
customers' bank details.

TOKYO 2020

Data leaks from ticketing 
portals and volunteers 
before the games.

RIO 2016

Numerous attenuated 
DdoS attacks (up to 
540Gbps) on official 
games sites. AMA 
compromised.

PYEONGCHANG
2018
The "Olympic Destroyer" 
worm caused problems 
during the opening 
ceremony (screens 
disconnected in the 
stadium, etc.) as well as 
technical problems on 
the network (Wifi) for 

journalists.

SOTCHI 2014
Numerous attacks on 
local and partner 
websites.700 Russian 
websites defaced and 3 
websites closely linked to 
the Games taken offline.

LONDRES 2012

The night before the 
opening ceremony, 
tactical reconnaissance 
of the Olympic stadium's 
power supply was 
detected.

VANCOUVER 
2010
Spoofing of the official 
website(vaucouver2010.c
om)

Search engine 
optimization to redirect 
users to fake websites 
and sell fake tickets.
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The scope of action of Paris 2024 and Eviden Cybersecurity Services
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Eviden Including Public and Private 
Cloud

Sport 
fereration



6© Eviden SAS

Our challenges for Paris 2024

Build a robust Cybersecurity Solution to protect the largest 
event of the world

Ensuring cybersecurity for a new growing company that will 
be decommissioned in September 2024

Collaborate and work with all partners, providers
(Paris2024, Cisco, ANSSI, Orange, Alibaba)

Integrate all existing solutions and partners 
(Cisco, Atos, Alibaba, Orange network, SaaS application 
providers, …) in line with the ANSSI recommendations

Crédits photos: Jeux Olympiques et Paralympiques de Paris 2024 | Janvier 2023

Cyber must adapt to an information system and to a 
constantly evolving threat
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Cybersecurity strategy for Paris2024

Anticipation Expertise Coordination

• Understand the Olympics 
challenges

• Identify risks
• Identify threats
• Deploy solutions to respond 

to risks and protect against 
threats

• Conduct tests (Technical 
Rehearsal, Red Teaming, 
Pentest)

• More than 100 Cyber experts
• Within the CSOC
• 2 European sites in support
• Expertise on all solutions
• Artificial intelligence in 

support of Cyber analysts
• Automation of operations

• Coordination with all the 
partners
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Cybersecurity overview

Security 
Operation 

Center

IOC

Additional
Technologies

Tech 
Partners & 

Venues

1 Risk-based cybersecurity

2 Threat-centric operations and cyber 
surveillance

3 Collection of all events

4 Sharing Qualified Threat Intelligence

5 Attack Detection

6 Reports

7 Crisis Management
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Eviden Cybersecurity Services Localization

European Eviden Delivery Centers
• Our best experts
• Service 24/7
• Multiple sites for service resilience
• Strong presence of teams in France 

during the critical period
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Detect

Respond

Recover

Identify

Protect

✓ Vulnerability Management System
✓ Cloud Protection
✓ DDoS
✓ PAM

✓ Threat Intelligence
• Cybersecurity Watch
• Strategic and tactical threat intelligence
• IOC (Indice of compromise) integration

✓ Computer Security Incident Response 
Team & Forensics

✓ Backup & Restore
• Incident response
• Qualification, containment and eradication

✓ MDR SOC / MDR Threat Hunting / 
AIsaac / XDR

• Logs management
• Machine Learning Algorithms
• Alerts management
• Incident's qualification

✓ Endpoint Detection & Response
• Continuous monitoring and real-time 

response to advanced security threats
• Improved endpoint visibility
• Collect data for analysis

✓ MDR Threat Containment / AIsaac SOAR
• Automation of the response
• Auto-containment

✓ Pentest
✓ Bug Bounty
• Applications 

security testing

✓ Threat Intelligence Platform
• IOC Ingestion & Dissemination
• Threat Priority identification 

and management
• Feedback management

Eviden Services
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Venue deployment
Disaster recovery
Technical rehearsals

GAMES TIME

Olympic Games
26 July- 11 Aug 2024
Paralympic Games
28 Aug-8 Sept 2024

Integration tests
Acceptance tests
Systems tests
Test events
Multi Sport tests

Build Systems
Expand Testing Facility 
for Summer GamesBusiness 

requirements
Systems infrastructure
Test lab

Master plan
Responsibilities matrix

Pre-Project activities started remotely in 2019 with also 
onsite workshops

Paris 2024 strategy is included in the plan & design 
phases.

Testing phases started in June 2023.

Operation
Test

Build
Design

Plan

Nov. 2020

1st core team​
appointed 

to Paris 2024​

Olympic and Paralympic Games Paris 2024 Planning
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Thank you
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TAKE A MINUTE AND GIVE US FEEDBACK …

RATE 
NOW!


