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Our Support to the Paris 2024
Olympic and Paralympic Games

Official supporter in cybersecurity services and operations

Benoit DELPIERRE
Operational Duty Manager for Paris2024



The Olympic Technological Evolution
Driven by Atos's innovative solutions throughout the years

Local Converged
e Telephon Physical Website Bl .Apps i e
network phony Y wireless Social Media WiFi
Servers Real time data Smartphones
1989 1996-2000 2002-2016

Sustainability Big Data 5G
Cybersecurity N loT
. CIO,Ud . Centralization of Mach!ne
Virtualization Operations Learning
analytics Predictive

2018-2024

Supplier OCOG/Partner Worldwide IT Partner
Games Management Supplier Program Management
System & Facilities GMS & GMS Integration Critical Games Applications
Management.

Systems Integration

IT Security

Application & Systems Mgmt.
Operation Management

0 EVHDE 0 © Eviden SAS

PRRIS 2024 PRRIS 202y

uuuuuuuuuuuuuuuuu Fel
% DE PARIS 2024 S

Worldwide IT Partner until 2024
Program Management

Critical Games Applications

Systems Integration

Application & Systems Mgmt.
Operation Management
Cybersecurity

Hosting



History of the Cyber Attacks of the Olympic Games
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The night before the ®°
. PEKIN 2008 9’ opening ceremony, ZER Numerous attenuated TOKYO 2020 ﬁ;l
: tactical reconnaissance DdoS attacks (up to X el
Imitation of ticketing of the Olympic stadium's 540Gbps) on official Data leaks from ticketing
: websites to steal power supply was games sites. AMA portals and volunteers
customers' bank details. detected. compromised. before the games.
VANCOUVER _=_ < PYEONGCHANG _k
2010 i . SOTCHI 2014 @& . 2018 11
: Spoofing of the official Numerous attacks on The "Olympic Destroyer"
@ website(vaucouver2010.c local and partner worm caused problems
om) websites.700 Russian :

during the opening

websites defaced and 3 ceremony (screens

Search engine

: websites closely linked to . .

L . : disconnected in the
optimization to re@rect the Games taken offline. e e e
users to fake websites m, .
and sell fake tickets. @ technical problems on

the network (Wifi) for
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The scope of action of Paris 2024 and Eviden Cybersecurity Services

Outside
Paris 2024 Out of scope

Comités Nationaux
Olympiques

Public transport

Mobile

Ville de Paris
Network

Out of scope
Sport

Energy fereration

Partially In scope

Mostly integrated to Eviden
Cybersecurity with supervision of Atos
Integrator, some services limited to
assurance or process integration

In scope

Fully integrated to Eviden
Cybersecurity, implementation by
Eviden Including Public and Private
Cloud
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Our challenges for Paris 2024
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Cybersecurity strategy for Paris2024

Anticipation

Understand the Olympics
challenges

ldentify risks
ldentify threats

Deploy solutions to respond
to risks and protect against
threats

Conduct tests (Technical
Rehearsal, Red Teaming,
Pentest)
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Cybersecurity overview
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Technologies

Security
Operation Tech
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Eviden Cybersecurity Services Localization

I

European Eviden Delivery Centers
Our best experts

Service 24/7

Multiple sites for service resilience
Strong presence of teams in France
during the critical period
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Eviden Services

0 EVIDEN 0

PRRIS 2024

@

B v Pentest
M v Bug Bounty
* Applications

B v Vulnerability Management System security testing

v" Cloud Protection
v' DDoS
v PAM

B v Threat Intelligence Platform
* |0OC Ingestion & Dissemination
» Threat Priority identification
and management
* Feedback management

PRARIS 202N

Identify R
v' Threat Intelligence
Cybersecurity Watch
+ Strategic and tactical threat intelligence
+ 10C (Indice of compromise) integration

Recover

Respond

v MDR SOC / MDR Threat Hunting/ ™
Alsaac / XDR

* Logs management

* Machine Learning Algorithms

* Alerts management

* Incident's qualification

v Endpoint Detection & Response |

+ Continuous monitoring and real-time [
response to advanced security threats

* Improved endpoint visibility

» Collect data for analysis

v MDR Threat Containment / Alsaac SOAR H
+ Automation of the response
+ Auto-containment

B v Computer Security Incident Response

Team & Forensics
v' Backup & Restore
* Incident response

* Qualification, containment and eradication
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Olympic and Paralympic Games Paris 2024 Planning s | o

Operation

Venue deployment
Disaster recovery
Integration tests Technical rehearsals
Acceptance tests
Systems tests

Business for Summer Games ESEEVERES Olympic Games

requirements Multi Sport tests 26 July- 11 Aug 2024

SyStemS ihfl’astructu re Para[ympic Games
Test lab 28 Aug-8 Sept 2024

Build Systems
Expand Testing Facility

GAMES TIME

Master plan
Responsibilities matrix

2020 2021 2023 2024

Pre-Project activities
Nov. 2020

Ist core team Paris 2024 strategy
appointed

to Paris 2024
Testing phases

1
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TAKE A MINUTE AND GIVE US FEEDBACK ...

< All Togewe

| How to make a cat look like guacamole
- Attacks on Artificial Intelligence

{ @ Ground Floor J/ Konferenzsaal - Pavillo

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This

dan gives an overview ghthess
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