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Digital Sovereignty: what is it and why is it so complex?

Q

Data sovereignty and technological
sovereignty are the two pillars of digital
sovereignty, which can be defined as
the degree of control an organization
has over its digital environment (data,
applications, software, systems and
hardware).

The complexity of digital sovereignty
increases depending on the
organization's geographical, operational
and regulatory context.

aligned with the World Economic Forum (WEF) definition

Digital Sovereignty

P .

@ Geographica
- (WHERE)

Where are data stored
and computed?

( Whereis the technology
deployed and made resilient?

\

'Y Operational
2ad (WHO)

Who can access
and use data?

Who designed, developed and
operatesthe technology?

& Regulaticns
- (HOW)

What laws and regulations
apply to my data?

How can a technology be
forbidden or banned?

Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their

digital transformation journey?
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What drives sovereignty needs?

Legal and regulatory
compliance

GDPR and other privacy laws
NIS Directive and national
security laws

Industry led regulations
New key regulations

Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their
digital transformation journey?

Protection of strategic
digital assets

Industrial secrets

R&D

Innovations

Patents
Customer/commercial data

More data is being produced, it's
critical to control it at every step
and in any location, regardless
of the geopolitical context.
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Cloud Sovereignty categories
A categorization of Cloud models, focusing on Sovereignty

Cloud services compliant
with local certifications
(e.g. SecNumCloud, EUCS
High assurance level)

Public Cloud services
augmented by trusted
external controls

Controlled Trusted
Cloud Cloud

Private and isolated
cloud services for
confidential data,
strong regulation
Public U . and highly sensitive

Cloud B ¥ DisconnectedlelEigs=s data”

Vi,
N

Full leverage of
Public Cloud services

Sovereignty

Low High

Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their
digital transformation journey?
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Sovereign controls levels to raise Data Sovereignty

Sovereignty domains: encryption, identity, access, etc.

Only CSP's Built-in /
native controls

Level 1

Partial
outsourcing from
CSP to Third Party
Solutions

Level 2

Complete
outsourcing from
CSP to Third
Parties' Solutions

Level 3

Complete outsourcing
from CSP to sovereign
Third Parties’ Solutions

Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their

Controlied
Cloud

Higher Sovereignty

digital transformation journey?
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We help our customers fine-tune the cursor between

Data sovereignty risks on a business and technological set-up

@, Sovereignty controls investments required to mitigate partially or totally the risks,

Cloud empowerment needed by the business
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Digital Sovereignty Assessment

- ~ - ~ Cloud
migration
decision

Sovereignty \\\\’_/,/ -

challenges Sovereignty mplemen-

clarification Sovereignty framework tation
risk definition

assessment
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4 EU customer stories

Where sovereignty concerns were hindering applications’ Move-to-Cloud

Customer 1:

Healthcare

How to manage Pll on
a patient's booking
platform on Cloud?

digital transformation journey?

Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their

Customer 2:

A global leader in
resource
management

How to securely use
Google Workspace for
business-critical office
documents?

Customer 3:

Public research
institution -
health, medical

How is it possible to
consolidate results of
COVID-19 PCR from
dozens of laboratories
while being secure &
compliant ?

Customer 4:
Ministry

How to send home
hundreds of third-
party IT maintenance
operators during a
pandemic
containment ?
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Eviden’s sovereignty controls main toolbox

Data Encryption
- Built in encryption

— |dentity
— Builtin identity

Level 2 — External Key Management
BYOK - HYOK
Level 3 — External identity

Level 3 — External Key Management & Encryption on CSP’s nfrastructure
Level 4 - Sovereign identity management v

Level 4 - Key Management & Encryption out of reach of CSP

Client-sideencryption - Gatewayencryption

== SOV. MoOnitoring

— Built in monitoring
Level 3 — External monitoring

Level 4 - Sovereign Monitoring
= AcCCess

— Built in access management
Level 2 - Partial Externalization
Authentication - Authorization
Level 3 — Total Externalization

Authentication - Authorization - Governance

Level 4 - Sovereign access management

= Contractual Agreements

— Standard terms
Level 2 - Process commitment
The higher the level the more Level 3 — Reversibility commitment
sovereignty for the organization Level 4 - Sovereignty commitment
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Eviden’s own assets to create sovereign foundations

Identity is the new Controlling access is Encrypting everything Sovereign Managed
perimeter critical sensitive is a must Detection and Response

IDnomic
cryptovision
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Promising levers for Digital Sovereignty

Cover the last state: protecting confidentiality of data while in use

. Visualization
At rest In transit In use Query

Compute

- S 2
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PET @ one glance

Protect data sovereignty

[N
a
Protect Al/ML code Other parties' collusion Re-identification
Fine-grained sgnsmve data Do analytics on PIl
sharing

Data Localization (cannot
Data exposure, misuse or

move)

leakage

Technology
Jurisdictional data

is not trustworthy
N Distributed ecosystems Data access confidentiality
exploitation
Combining emerging technologies
AND/OR AND/OR
. Data Data . . . Privacy < . Privacy <
&
Data Generation Perturbation Transformation Confidential computation i Privacy <& ML
Synthetic Differential Homomorphic Trusted Execution
Data privacy encryption Environment

digital transformation journey?

Querying
Secure Multi-party computation
Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their

Federated

Learning +
secure
aggregation

ABE / encrypted
search
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TAKE A MINUTE AND GIVE US FEEDBACK ...

& Alllogewe:

How to make a cat look like gu

- Attacks on Artificial Intelligence

Artificial Intelligence (Al) tools, such as
1 ChatGPT or Bard, have become important aids
‘ for every IT user. However, there are powerful
techniques to attack systems of this kind,
‘ including Al poisoning, adversarial patterns, Al

jailbreaking, and image cloaking. This
ian dives an overview otihg

Y Feedback
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