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Digital Sovereignty: what is it and why is it so complex?
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What drives sovereignty needs? 
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Cloud Sovereignty categories
A categorization of Cloud models, focusing on Sovereignty 
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Sovereign controls levels to raise Data Sovereignty
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Cloud empowerment needed by the business

                         
                     

 
  
 
  
 
  
 
  
 
   

  
 
 
  
 
 
 

   
 
   

 
  
 
 
 
  
  
  
 
 

                 
                 

                        
                 

We help our customers fine-tune the cursor between

Data sovereignty risks on a business and technological set-up

Sovereignty controls investments required to mitigate partially or totally the risks, 
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Digital Sovereignty Assessment



Pierre Brun-Murol | How businesses can tackle digital sovereignty concerns during their 

digital transformation journey?
9

4 EU customer stories
Where sovereignty concerns were hindering applications’ Move-to-Cloud
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Eviden’s sovereignty controls main toolbox
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Eviden’s own assets to create sovereign foundations
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Promising levers for Digital Sovereignty

Cover the last state: protecting confidentiality of data while in use

Visualization
Query
Compute

At rest In useIn transit
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PET @ one glance
What are my constraints 

and challenges? 
What are the risks on data

I would like to protect against?  
What do I 

want to do? 

Combining emerging technologies

Confidential computation

Trusted Execution 
Environment

Homomorphic 
encryption

Secure Multi-party computation
ABE / encrypted 

search
Differential 

privacy

Federated 
Learning + 

secure 
aggregation

Data 
Perturbation

Data 
Transformation

Data Generation

Synthetic 
Data 

Privacy ML
Privacy 
Querying

Privacy 
Sharing

Data … … Private & secure sharing … In-use security … AND/OR AND/OR 

Technology 
is not trustworthy

Data Localization (cannot 
move)

Distributed ecosystems Data access confidentiality

Other parties' collusion Re-identification

Data exposure, misuse or 
leakage

Jurisdictional data 
exploitation

Protect data sovereignty Protect AI/ML code

Fine-grained sensitive data 
sharing

Do analytics on PII

                         
                     

                     
                     



Questions?

Pierre Brun-Murol, Eviden
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TAKE A MINUTE AND GIVE US FEEDBACK …

RATE 
NOW!


