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Post-Quantum Tutorial
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31 × 29  = ?

Let‘s play 
a quiz.
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31 × 29  = 8 9 9

Prime 
numbers



4© BULL SAS

Another 
quiz!

?  × ?  = 8 51
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37  × 23 = 8 51
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Multiplying two prime 
numbers is much easier 

than the reverse operation.
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334 78 0 716 9 8 9 56 8 9 8 78 6 0 4 4 16 9 8 4 8 2126 9 0 8 177
0 4 79 4 9 8 371376 8 56 8 9 124 3138 8 9 8 28 8 379 38 78 0

0 228 76 14 7116 5253174 30 8 77378 14 4 6 79 9 9 4 8 9

36 74 6 0 4 36 6 6 79 9 59 0 4 28 24 4 6 3379 9 6 279 526 322
79 158 16 4 34 30 8 76 4 26 76 0 3228 38 15739 6 6 6 511279

2333734 1714 339 6 8 10 270 0 9 279 8 736 30 8 9 17

Current world record 
in factorizing: 232 
digits or 768 bits

A third 
quiz!

?   ×  ?   = 1230 18 6 6 8 4 530 117755130 4 9
4 9 58 38 4 9 6 2720 7728 5356 9 59 5334 79 2
19 73224 52151726 4 0 0 50 726 36 57518 7

4 520 219 9 78 6 4 6 9 38 9 9 56 4 74 9 4 2774 0 6
38 4 59 2519 2557326 30 34 5373154 8 26 8
50 79 170 26 12214 29 134 6 16 70 4 29 214 3

116 0 222124 0 4 79 274 73779 4 0 8 0 6 6 535
14 19 59 74 59 8 56 9 0 214 34 13 
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Mu lt ip lyin g  p rim e  n u m b e rs  is  
e a s ie r  t h a n  fa c t o r izin g .

Even the best computer 
needs billions of years to 

factorize a 2048-bit number.
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Klaus Schmeh, Marketing 
Editor at Eviden.
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Book author, 
blogger
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My 
books
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This concept is 
used for the RSA 

crypto system.

Mu lt ip lyin g  p rim e  n u m b e rs  is  
e a s ie r  t h a n  fa c t o r izin g .



13© BULL SAS

RSA En c ryp t io n

17 ⋅23 = 39 1

Alic e ‘s  p u b lic  k e y fo r  
e n c ryp t io n

Alic e ‘s  p riva t e  k e y 
fo r  d e c ryp t io n

P u b lic  k e y fa c t o r ize d  => e n c ryp t io n  is  b ro k e n

Alic e

In  p ra c t ic e , p u b lic  k e y h a s  le n g t h  o f 70 0  d ig it s

P u b lic  k e y c a n  e a s ily  b e  c o m p u t e d  fro m  p riva t e  
k e y, b u t  n o t  t h e  o t h e r  w a y a ro u n d
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W h e re  is  RSA u s e d ?

RSA is used almost 
everywhere.

Sm a rt p h o n e

W e b  b ro w s e r

Op e ra t in g  s ys t e mATM

Em a il c lie n tNot only for 
encryption, but 
also for signing.
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This is a  quantum 
computer.

Hello!

I use 
quantum 

mechanics 
for my 
work.



16© BULL SAS

Sim u lt a n e o u s ly 
d e a d  a n d  a live

Un t il yo u  lo o k  a t  it

Qu a n t u m  b itSc h rö d in g e r‘s  c a t

Sim u lt a n e o u s ly 
0  a n d  1

Un t il yo u  re a d  it
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8  q u a n t u m  b it s

256  c o m p u t a t io n s  in  
p a ra lle l, o n ly o n e  re s u lt
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What are you 
good at? Search huge 

databases, find 
optimal 

solutions.
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What are you 
not good at? Tasks that do not 

involve a single 
solution, such as 

sorting.
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What are you 
particularly good at?

Factorize prime 
products!
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Yes, up to a key 
length of 5 bits.

In the future, there 
could be more.

Can you 
break 
RSA?

Factorize prime 
products?
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Well then!
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W h e re  is  RSA u s e d ?

Sm a rt p h o n e

W e b  b ro w s e r

Op e ra t in g  s ys t e mATM

Em a il c lie n t
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A disaster 
threatens!
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Q-Da y: Da y fro m  w h ic h  
p o w e rfu l q u a n t u m  

c o m p u t e rs  e xis t

Y2Q: Ye a r  o f t h e  Q-Da y

Q-Da y a n d  Y2Q
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We need 
alternatives to RSA.

We need Post-Quantum 
Cryptography.



27© BULL SAS

P o s t -Qu a n t u m  
Cryp t o g ra p h y

Cryp t o  m e t h o d s  t h a t  c a n n o t  b e  
b ro k e n  b y a  q u a n t u m  c o m p u t e r
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An  im p o rt a n t  ye a r  fo r  p o s t -
q u a n t u m  c ryp t o g ra p h y

20 22

Be c a u s e  s t a n d a rd iza t io n  
h a s  m a d e  p ro g re s s
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U.S. a g e n c y NIST n a m e s  fo u r  p o s t -
q u a n t u m  a lg o rit h m s  a s  

c o m p e t it io n  w in n e rs

Am o n g  t h e m  CRYSTALS-Kyb e r
a n d  CRYSTALS-Dilit h iu m
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3
1

Kyb e r

Asymmetric encryption 
method, replacement 

for RSA encryption

Dilit h iu m
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3
2

Dilit h iu mKyb e r

Signature method, 
replacement for RSA 

signatures
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3
3

Both made in 
Germany

Dilit h iu mKyb e r
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3
4

Eik e  Kilt z
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3
5

Eik e  Kilt z P e t e r  Sc h w a b e
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3
6

How the CRYSTALS-
Kyber works is explained 

to us by Dil ...
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I‘m standing 
on a lattice.
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The intersections are 
called “lattice points”.
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A lattice is defined 
with vectors.

Reffered to 
as “base”.
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Different bases may 
define the same lattice.



41© BULL SAS

If the vectors are 
almost orthogonal, 
it‘s a “good base”.



42© BULL SAS

If the vectors are 
almost parallel, it‘s 

a “bad base”.

A bad base can be 
easily derived from a 

good one, but not the 
other way around.
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Closest-Vector Problem: Which lattice 
point is closest to a given point?

In the 250-dimensional space:

 

Easy to answer with a good base.

Hard to answer with a bad base.

Easy to answer in two-
dimensional space.
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Lattice-based 
encryption
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Alice‘s public key: 
a bad base.
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Alice‘s private 
key: a good base.
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Bob‘s message: distance 
between point and 
closest lattice point
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Alice can derive 
closest lattice point 

with good base.
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Attacker can‘t derive closest 
lattice point with bad base.
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Dilithium (signatures) is based 
on similar mechanisms.

This is how 
Kyber works.
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Kyber and Dilithium are the 
winners of the year 2022!
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P u b lic -k e y le n g t h s

RSA:

Kyb e r:

Dilit h iu m :

20 0 0  b it

10 0 0 0  b it

6 0 0 0  b it

The migration 
will not be trivial.



87© BULL SAS

Co n c lu s io n

Y2Q is 
approaching.

The means to 
beat quantum 

computers exist.
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Co n c lu s io n

Standardisation is 
taking shape.

Migration will be 
the next step.

There‘s a lot to 
do, but it needs 

to be done.
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END
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