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Multiplying two prime
numbers IS much easier




A third
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Current world record

in factorizing: 232

digits or 768 bits _=apfes
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Multiplying prime numbers is
easier than factorizing.

™~ Even the best computer
= A needs billions of years to
=g factorize a 2048-bit number.
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Klaus Schmeh, Marketing
Editor at Eviden.
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This concept s
used for the RSA

crypto system.
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= “RSA Encryption
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RSA iIs used almost
everywhere.
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Operatinﬁzystem v

Email client

Not only for
encryption, but
also for signing.




This is a quantum
computer.

|l use
quantum

= mechanics
for my
work.
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\YXhat are you

Search huge
databases, find
optimal
solutions.



\Xhat are you

hot good at? | Tasks that do not

iInvolve a single
solution, such as
sorting.



\X/hat are you
particularly good at?
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Factorize prime

products?

= L el Yes, up to a key
A A — _ length of 5 bits.

In the future, there

could be more.



eVIDEN

an atos business




~ EVID!

an-atos business-




eVIDEN

an atos business

-
()
wd

ﬂ
c
(),
st
N
()
| N
L
e

ISAs

Ad




Iness

an atos bus

=VIDEN

. L
o

i i o o,




eVIDEN

an atos business

\X/e need
alternatives to RSA.
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| Asymmetric encryption
method, replacement
for RSA encryption




Signature method,
replacement for RSA
signatures
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Both made in
Germany
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How the CRYSTALS-
Kyber works is explained |
to us by Dil ...
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“| Alattice is defined || Reffered to




Different bases may
defme the same lattice.
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If the vectors are

» almost orthoqonal,

T it’s a “"good base”.
i
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If the vectors are ad Dase can be

DI A - -
almost parallel, it’s =D sy N\~ easily derived from a

a “bad base”.
other way around.




Closest-Vector Problem: XX
point is closest to a gix

Easy to answer in two-
dimensional space.

In the 250-dimensional space:

Easy to answer with a good base.
Hard to answer with a bad base.
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Alice’s public key:
a bad base.
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Alice’s private -“ ~ . —
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Bob’s message: distance
between point and
closest lattice point
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Alice can derive
closest lattice point
with good base.
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Attacker can‘t derive closest
lattice point with bad base.




This is how
Kyber works.

Dilithium (signatures) is based
on similar mechanisms.
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Kyber and Dilithium are the
winners of the year 2022!
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The migration
will not be trivial.

'



The means to
beat quantum [
computers exist. |




There’s a lot to
do, but it needs
to be done.

N standardisation is
taking shape.

Migration will be

next step. i aayl L = || =l

S "’ ﬂ. | . i ! 4 & - | I :?i:h
= g i = f 1. N | - |- .:_ \ i i b I RENENS N _ = - .
% /// //_I I e - .. s\ U ",; ; - - .:-I- ---— &— : L ..-.:!._, . Al - 0 - ; :E \\\\\\\\\\\\\\\\t\ \\.? : S
. j ~ 1 p - 2 8 | J 1 : =
i P 4 g i \ S - P N




I

: s

M ok




	Post-Quantum Tutorial
	Foliennummer 2
	Foliennummer 3
	Foliennummer 4
	Foliennummer 5
	Foliennummer 6
	Foliennummer 7
	Foliennummer 8
	Foliennummer 9
	Foliennummer 10
	Foliennummer 11
	Foliennummer 12
	Foliennummer 13
	Foliennummer 14
	Foliennummer 15
	Foliennummer 16
	Foliennummer 17
	Foliennummer 18
	Foliennummer 19
	Foliennummer 20
	Foliennummer 21
	Foliennummer 22
	Foliennummer 23
	Foliennummer 24
	Foliennummer 25
	Foliennummer 26
	Foliennummer 27
	Foliennummer 29
	Foliennummer 30
	Foliennummer 31
	Foliennummer 32
	Foliennummer 33
	Foliennummer 34
	Foliennummer 35
	Foliennummer 36
	Foliennummer 37
	Foliennummer 38
	Foliennummer 39
	Foliennummer 40
	Foliennummer 41
	Foliennummer 42
	Foliennummer 43
	Foliennummer 44
	Foliennummer 45
	Foliennummer 46
	Foliennummer 47
	Foliennummer 48
	Foliennummer 49
	Foliennummer 50
	Foliennummer 51
	Foliennummer 57
	Foliennummer 87
	Foliennummer 88
	Foliennummer 89

