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MDR, OT a n d  Au t o m o t ive  
Se c u rit y t re n d s
Ba rt o s z Czyze w sk i, Evid e n
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Automotive security
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In  a  p a s t  it  w a s …
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…ju s t  a  p ro d u c t io n  lin e  o f t h e  c a r  in  t im e -la p s
From manual craftwork to semi-automation

1950 1970
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1990 2020

…ju s t  a  p ro d u c t io n  lin e  o f t h e  c a r  in  t im e -la p s e
From automation to full digitalization
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Th e  m o b ilit y u s e  c a s e s
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Vulnerabilities
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Ve h ic le  s e c u rit y e c o s ys t e m  is  ve ry c o m p le x
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Th e  n e xt  t a rg e t  fo r  c yb e rc r im in a ls  - Co n n e c t e d  c a rs
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Th e  n e xt  t a rg e t  fo r  c yb e rc r im in a ls  - Co n n e c t e d  c a rs

Most common incidents:
Data/Privacy Breach – 31%
Service/Business... – 23%
Car Theft/Break-ins – 22%
Control of Car... – 13%
Car System... – 3%
Location Tracking – 3% 
Fraud – 3%
Policy Violation – 1%
Malware – 1%
Ransomware – 0,1%
Car system... – 0,1%

Source: Upstream
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• Continuous monitoring for suspicious behaviors by 
the V-SOC 

• Automotive cyber security experts to investigate
and analyze incidents 

• Reduced response time to minimize the impact of 
security incidents 

• Relevant reporting to help meeting cybersecurity 
regulations

• Advanced detection of cyber threats based on top 
security technology for Automotive 

• Reduce the risk of fraud in connected vehicles 

End-to-end service for 
automotive cyber security 

and compliance

10© Eviden SAS – For internal use

MDR fo r  Au t o m o t ive
Key Features



11

MDR fo r  Au t o m o t ive  – Ove rvie w  
In c id e n t  Ma n a g e m e n t  a n d  Re s p o n s e

Threat Intelligence

Vehicle SIEM

Detection Logic

Automotive Use Cases
Fleet 
Management

Telematic

In-vehicle 
Security

OTA

Backend Servers

GNSS

Analysis and recommendations

AIsaac Platform

V-SOC Level 3
SME (provided by Argus)

Dashboards and reports

Alerting

V-SOC Advanced (Level2)
Deep investigation of incidents

Security Operations

V-SOC Standard (Level 1)
Real-time Monitoring

24/7 SLA

Insurance
Vulnerability Detection

SBOM

Vehicle Vulnerability Management 
(Optional Add-on )

Vehicle Assets
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Industrial Security
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P u rd u e  Mo d e l
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MODERN P u rd u e  Mo d e l
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Co lo n ia l P ip e lin e  At t a c k
On e  o f t h e  la rg e s t  p u b lic ly  d is c lo s e d  a t t a c k  a g a in s t  c r it ic a l in fra s t ru c t u re  

Target
Colonial Pipeline

Date
May 2021

Targeted 
systems

Computer systems 
including billing and 

accounting

Method
A hacker group breached 

the Colonial Pipeline network 
and stole 100 gigabytes of 

data

Consequences
The pipeline was shut down for 6 
days  causing gas shortage and 
affecting  consumers and the 

airline on the East Coast.
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MODERN P u rd u e  Mo d e l

OT 
Dedicated 
tools & 
technics

IT St a n d a rd
toolsLevel 4

Enterprise IT

ERP Mail SalesFile Servers SIEM Log Mgt. Analytics

Security Operations Center (SOC)

Level 3
Operations

Level 2
Process Network

Level 1
Control Network

Level 0
Field Devices I/O

Pump Valve Fan

Scada 
Server

Local HMI

Valve Pump Fan

Scada 
Server

Local HMI

Engineering Station Application Station

Historian

Operator Station

AV/WSUS/Patch Server

Sensor

PLC RTU RTU PLC

Level 3.5
DMZ IT/OT

HMI

Firewall

Remote Access / Jump Server

Actuator

Level 5
Cloud

Data Lake Quality control SAPDigital Twin Product design SIEM General Security



17

Forward thinking
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Foresight 2030 Threats — ENISA (europa.eu)

Fu t u re  t h re a t s  – Fo re s ig h t  20 30
Ba s e d  o n  re c e n t  ENISA Th re a t  Re p o rt

HUMAN ERROR AND EXPLOITED LEGACY SYSTEMS WITHIN CYBERPHYSICAL ECOSYSTEMS

TARGETED ATTACKS (E.G. RANSOMWARE) ENHANCED BY SMART DEVICE
DATA

LACK OF ANALYSIS AND CONTROL OF SPACE BASED 
INFRASTRUCTURE AND OBJECTS 

RISE OF ADVANCED HYBRID
THREATS

SKILL 
SHORTAGES

https://www.enisa.europa.eu/publications/foresight-2030-threats
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MDR/SOC IT/OT/ Io T/ IIo T Ca p a b ilit ie s

MDR for IT/OT/IoT/IIoT
based on AIsaaC

SOC for IT/OT/IoT/IIoT 
based on SIEM & SOAR

Firewall & 
Intrusion 

Prevention

Vulnerability 
Scanning

Network Threat 
Analytics

End Detection & 
Response (EDR)

User Behavior

Continuous 
Posture 

Enforcement

Encryption Privilege, 
Identity & 

Access

App Security 
Testing

Cloud Security 
Monitoring

Security 
Monitoring

Playbooks

Security 
Orchestration, 
Automation & 

Response

Threat Sharing

OT, IoT Compliance & Risk 
Management Platform

OT Network Segmentation OT & IoT Network Security and 
Asset Visibility

OT & IoT Endpoint Security

HMI Eng. Station DCS / SCADA Historian PLC / RTU Industry 
Switch

Secure Remote Access 

Other Industry-specific vendors

MDR / SOC for IT/OT/IoT/IIoT 
based on 

Cybersecurity Solutions

MDR/SOC IT/OT/IoT/IIoT
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Questions
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