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Automotive security




In a past it was...
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..just a production line ofthe carin time-laps

From manual craftwork to semi-automation
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..just a production line ofthe carin time-lapse
From automation to full digitalization
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The mobility use cases g g :;
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Vehicle security ecosystem is very com plex



INNOVATION

How | got access to 25+ Tesla’s around the The Connected Car Is The
world. By accident. And curiosity. Next Attack Vector
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10T SECURITY

16 Car Makers and Their Vehicles Hacked via Telematics, |
APIs, Infrastructure Millions of cars’ anti- theft systems/ |

“vulnerable to hacking |

By E&T editorial staff
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A group of seven security researchers have discovered numerous vulnerabilities in vehicles from 16 car makers, including bugs that allowed
them to control car functions and start or stop the engine.
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The next target for cybercriminals - Connected cars

How | got access to 25+ Tesla’s around the
world. By accident. And curiosity.

Presented by David Colombo 2nd June 2022 - 13:30 PT Gosgn Difces \SRG

10T SECURITY

16 Car Makers and Their Vehicles Hacked via Telematics,
APIs, Infrastructure

A group of seven s researchers have discovered numerous vulnerabilites in vehicles from 16 car makers, including bugs that allowed
thes con d start or
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The Connected Car Is The
Next Attack Vector

- Nic Surpatanu Brand Contributos
i Tanium BRANDVCICE | Paid Program

Mllhonsof cars antl theft systems

Most common incidents:

Car System... - 3%
Location Tracking — 3%
Fraud - 3%

Policy Violation - 1%
Malware - 1%
Ransomware - 0,1%
Car system... - 0,1%

Source: Upstream
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MDR for Autom otive
Key Features

* Continuous monitoring for suspicious behaviors by
the V-SOC

* Automotive cyber security experts to investigate
and analyze incidents

* Reduced response time to minimize the impact of
security incidents

* Relevant reporting to help meeting cybersecurity
regulations

* Advanced detection of cyber threats based on top
security technology for Automotive

* Reduce the risk of fraud in connected vehicles

End-to-end service for
automotive cyber security
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MDR for Automotive —Overview

Incident Management and Response
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Alsaac Platform

Alerting ] [ 24/7 SLA

Dashboards and reports

Analysis and recommendations

Security Operations %%
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V-SOC Standard (Level 1)
Real-time Monitoring

V-SOC Advanced (Level2)
Deep investigation of incidents
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V-SOC Level 3

SME (provided by Argus)
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Vehicle SIEM
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Automotive Use Cases

Detection Logic

Threat Intelligence
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Vehicle Vulnerability Management

(Optional Add-on)

Vehicle Assets
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Industrial Security




Purdue Model

ICS Network Segmentation

Security Operations Center (SOC)
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Remote Access / Jump Server Historian AV/WSUS/Patch Server
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MODERN Purdue Model



Colonial Pipeline Attack

One ofthe largest publicly disclosed attack against critical infrastructure

Targeted

systems Consequences
Computer systems The pipeline was shut down for 6
. ' i days causing gas shortage and

Target including billing and :
T I%' . TS affecting consumers and the
olonial Pipeline airline on the East Coast.
L [ X )

Date Method
May 2021 A hacker group breached
the Colonial Pipeline network
and stole 100 gigabytes of
15 data
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MODERN Purdue Model

Digital Twin Data Lake Quality control Product design SIEM General Security
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Future threats —Foresight 2030
Based on recent ENISA Threat Report

AND EXPLOITED WITHIN CYBERPHYSICAL ECOSYSTEMS
TARGETED ATTACKS (E.G. ) ENHANCED BY

LACK OF ANALYSIS AND CONTROL OF SPACE BASED
INFRASTRUCTURE_AND OBJECTS

RISE OF
THREATS

SKILL
SHORTAGES

Foresight 2030 Threats — ENISA (europa.eu)
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https://www.enisa.europa.eu/publications/foresight-2030-threats

MDR/SOC IT/OT/IoT/IloT Capabilities

MDR for IT/OT/loT/lloT
based on AlsaaC

MDR / SOC for IT/OT/loT/lloT

based on
Cybersecurity Solutions

SOC for IT/OT/loT/lloT
based on SIEM & SOAR

OT Network Segmentation OT & loT Network Security and Secure Remote Access
Asset Visibility
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Questions
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