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In t ro d u c t io n
People uses Digital Identities in 6 roles 

Source: https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/digital-identification-a-key-to-inclusive-growth#section-header-3

https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/digital-identification-a-key-to-inclusive-growth#section-header-3
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Centralized 
Identity

Federated 
Identity

Self-Sovereign 
Identity

Th e  e vo lu t io n  o f Dig it a l Id e n t it y m a n a g e m e n t
Three approaches over time
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Brie f h is t o ry o f Se lf So ve re ig n  Id e n t it y (SSI)

Several systems, inspirations and initiatives before:
• 1991, the Pretty Good Privacy (PGP)
• 2005, the Seven Laws of Identity
• last 2000s, openID

Arises from the Blockchain technology explosion:
• 2008, Satoshi Nakamoto paper
• 2009, Bitcoin first block

Term coined by Christopher Allen, in 2016:
• “The 10 principles of SSI”

Concept to reality:
• 19 July 2022 W3C announced DIDs is now an 

official standard

Existence Control Access

Transparency Persistence Portability

Interoperability Consent Minimalization

Protection
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So m e  d e fin it io n s
W3C* terminology

• Decentralized Identifier (DID): 
• new type of globally unique identifier

• Verifiable Credential (VC): 
• a tamper evident credential, that can be used to 

build Verifiable Presentation

• Verifiable Presentation (VP): 
• a tamper evident presentation, in such a way 

that authorship of the data can be trusted after 
cryptographic verification

• Verifiable Data Registry:
• role a system can perform by maintaining 

identifiers, schemas, revocation registries, public 
keys, etc.

identify

is included

Credential Metadata

Claim(s)

Proof(s)

Verifiable Credential

Presentation Metadata

Verifiable Credential(s)

Proof(s)

Verifiable Presentation

did:example:123456789abdcefghi

DID Method DID Method-Specific IdentifierScheme
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Th e  SSI e n t it ie s
The triangle of trust

P e rfo rm s b y a sse rt in g c la im s a b o u t o n e o r m o re su b je c t s , c re a t in g a Ve rifia b le
Cre d e n t ia l fro m t h e se c la im s, a n d t ra n sm it t in g t h e Ve rifia b le Cre d e n t ia l t o
a h o ld e r.

Issuer

Holder

Verifier

P o sse sse s o n e o r m o re Ve rifia b le Cre d e n t ia ls (VC) a n d a b le t o g e n e ra t e
Ve rifia b le P re se n t a t io n s (VP )

P e rfo rm s b y re ce ivin g o n e o r m o re Ve rifia b le Cre d e n t ia ls , in sid e a Ve rifia b le
P re se n t a t io n , fo r p ro ce ssin g .
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Us e  c a s e  e xa m p le : o n b o a rd in g  o f a  n e w  e m p lo ye e
The main steps of the whole process

Issuer
Verifier


Request 

and receive 
each 

Proof (VC)
VC

VC

VC 
Concatenate

Proofs

Verifiable Data Registry / Trust Layer

VP

Issuer

Issuer

➀
Request 

Proofs (VP)


Present 

Proofs (VP)

Holder

H Company
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Ve rifia b le  Da t a  Re g is t ry (VDR) fo c u s
Examples

VDR includes “Trusted” databases, decentralized databases, etc.

• Can be Domain Name Server (DNS)
• Can be Distributed Ledger Technology (DLT)

• Can be InterPlanetary File System (IPFS)

• No yet defined by eIDAS regulation
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P riva c y c o n c e rn  in  a ll fie ld s  o f a p p lic a t io n
Fill existing gaps…

• On the road to the GDPR compliancy

• SSI meets data protection requirements

• Solutions for data minimization

• Zero Knowledge Proof (ZKP)
• Selective disclosure

DATA
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St a n d a rd s  a n d  p ro t o c o ls

• Standards

• W3C

• Self-Issued OpenID Provider (SIOP) v2

• OpenID 4VC / OpenID 4VP

• Aligned with ISO/IEC 18013- 5 about
mobile Driving Licence (mDL) although there are differences

OIDC4VCI

SIOPv2
OIDC4VP

ISO/IEC 18013-5

Issuer Wallet 
(Web App/Mobile App) 

Verifier
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Re g u la t io n  a n d  o t h e rs

• eIDAS v2 

• European Digital Identity Wallet (EUDIW)
• Download a recognised EUDI wallet
• Decide what data store and share

• Feb. 2023: Architecture Publication adopted by eIDAS v2
• 2024: Technical Specifications

• European Blockchain Services Infrastructure (EBSI)

OIDC4VCI

Other 
optional 

protocols

SIOPv2
OIDC4VP

ISO/IEC 18013-5

Up to 
Member 
States

Issuer EUDI Wallet Verifier

Type 1 
Configuration

Type 2 
Configuration
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To w a rd s  a d o p t io n  o f t h e  SSI

Co n ce p t s a re  w e ll d e fin e d

De ve lo p m e n t  o f t e ch n ica l 
so lu t ion s in  lin e  w it h  s t a n d a rd s  

a n d  re g u la t io n s a re  o n g o in g  

A t o o lkit  re q u ire m e n t s  a n d  
sp e c ifica t io n s  fo r c re a t in g  a  
c le a n  d ig it a l id e n t it y w a lle t  
a p p lica t io n  a re  m a n d a t o ry

Co -e xis t e n ce b e t w e e n  e xis t in g  
t e ch n o lo g ie s  (P KI, n a t io n a l 

id e n t it ie s  sch e m e s, e t c .) a n d  SSI 
n e e d  t o  b e  co n sid e re d
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Questions
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This document, or any part of it, may not be reproduced, copied, circulated 
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Thank you!
For more information, please contact:
hafeda.bakhti@eviden.com
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